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Abstract
In this paper, two logistic-map based fragile image watermarking schemes are proposed. The
first scheme is a conventional irreversible, whereas the second scheme is a reversible one.
The proposed first scheme considers a pair of two consecutive host image (HI) pixels for
embedding the watermark bits. At the embedding end, eachHI pixel observes amaximum of
±1 modifications to produce the watermarked pixels. At the same time, the second scheme
utilizes the concept of mirrored images of the HI to reproduce the image as well as the
watermark bits, withminimal distortion. The experimental results show that the quality of the
watermarked image is superior with an average peak signal-to-noise ratio (PSNR) of more
than 51 dB for both schemes. Also, the first scheme offers excellent tamper detection and
localization ability as compared to the existing state-of-art schemes. Besides, promising
results are obtained in favor of the proposed scheme for measures like accuracy, true positive
(TP), true negative (TN), false positive (FP), false negative (FN), and precision.
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1 Introduction

Recently, digital communication technologies have seen exponential growth throughout the
globe. This led to a massive increase in the use and distribution of digital information. Further,
the improvements in electronic gadgets have triggered the experience of sharing and commu-
nicating personal information. Generally, transmitting the digital image by inserting some
information inside it is quite common [2]. However, the image during communication un-
dergoes various intentional and unintentional modifications. Further, with the advent of strong
and advanced image processing tools, the content inside the images can be easily tampered.
Therefore, an obligation is there to devise a suitable watermarking scheme that is efficient in
preserving integrity as well as authentication of the received image. In this regard, literature has
produced many authentication based schemes that are either digital signature or watermark
based [28]. To achieve authentication, the signature-based schemes find the signature/hash
value from the image. The signature-based schemes have the major drawback that they can’t
identify the modified regions inside the image. On the other hand, the watermarking schemes
can prove the copyright, ownership, and authenticity of any digital image.

A digital watermark scheme conceals the watermark bits inside the image in such a way that
the receiver can easily retrieve the information as well as verify the authenticity of the image [12].
Importantly, the highly desirable features such as tamper detection and localization can be
accomplished using various watermarking schemes. Imagewatermarking schemes can be robust,
semi-fragile, and fragile [13]. The robust watermark schemes are used for verifying the owner-
ship authentication, whereas the fragile watermark schemes are appropriate for tamper detection
and localization. At the same time, the semi-fragile watermark schemes are hybrid of both robust
and fragile watermarking. In general, most of the fragile watermarking schemes are further sub-
divided into either block-wise or pixel-wise watermarking. In block-wise watermarking, the host
image (HI) is initially partitioned into various sub-blocks. Then, identification codes are gener-
ated from each sub-block. These identification codes are utilized to verify the authenticity and
integrity of the particular block [23]. At the same time, the pixel-wise watermarking
schemes generate the identification codes mostly from the bits of the individual pixels.

The rest of the paper is organized as follows. Section 2 discusses the merits and issues of
existing literature with respect to various fragile watermarking schemes. Further, the recently
proposed Gull et al.’s [9] fragile watermarking scheme is presented in Section 2.1. The research
issues and major contributions of the proposed schemes are highlighted in Section 2.2. Then,
Section 3 narrates the logistic-map based watermark bit generation process for the proposed
schemes. Section 4 presents a brief introduction of the proposed schemes. The watermark
embedding, and extraction, and tamper detection algorithms for the proposed first scheme have
been presented with an illustration in Sections 4.1, 4.2 and 4.3, respectively. Similarly, the
embedding, and extraction, and tamper detection algorithms for the proposed second scheme
have been presented with an illustration in Sections 4.4, 4.5 and 4.6, respectively. Next, the
experimental outcomes for the proposed schemes and comparative analysis with recent state-of-
the-art schemes are discussed in Section 5. Then, the paper is concluded in Section 6.

2 Related work

Literature suggests Walton [32] was the one who proposed the first-ever block-wise fragile
watermarking scheme that computes the checksum of seven most significant bits (MSBs) to
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