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Abstract

Wireless Sensor Networks (WSNs) have emerged as a critical technology for data
collection and monitoring in various domains, including environmental monitoring,
healthcare, and industrial automation. The integration of WSNs with the Internet of
Things (IoT) has further expanded their capabilities, enabling real-time data
processing, remote monitoring, and intelligent decision-making. This paper proposes
a novel framework for integrating WSNs with IoT to enhance the efficiency and
scalability of smart environmental monitoring systems. The framework leverages IoT
protocols, cloud computing, and edge computing to address the challenges of energy
efficiency, data reliability, and network scalability in WSNs. A case study on air
quality monitoring is presented to demonstrate the effectiveness of the proposed
framework. The results show significant improvements in data accuracy, energy
consumption, and system responsiveness, highlighting the potential of IoT-enabled
WSNs for future smart city applications. The framework leverages edge computing,
cloud computing, and IoT protocols to optimize energy consumption, data accuracy,
and network scalability. A case study on air quality monitoring is presented, with
statistical results showing a 30% reduction in energy consumption 20% improvement
in data accuracy and 15% reduction in latency. The IoT (Internet of Things) is the
network in which physical devices, equipment, sensors and other objects can
communicate among themselves without human involvement. The WSN (Wireless
Sensor Network) is a central component of the IoT, which has proliferated into several
different applications in real-time. The IoT and WSNs now have various critical and

non-critical applications impacting nearly every area of our everyday life. WSN nodes
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are usually small and battery-driven machines. Thus, the energy effective data
aggregation techniques that increase the lifespan of the network are highly

significant.
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Data Reliability,Latency, Air Quality Monitoring.

INTRODUCTION

Wireless Sensor Networks (WSNs) consist of spatially distributed autonomous sensors
that monitor physical or environmental conditions, such as temperature, humidity,
and air quality. These networks have been widely adopted in various applications,
including environmental monitoring, disaster management, and precision agriculture.
However, traditional WSNs face several challenges, including limited energy

resources, data reliability issues, and scalability constraints.

The Internet of Things (IoT) has revolutionized the way devices communicate and
interact with each other. By integrating WSNs with 10T, it is possible to overcome
these challenges and unlock new opportunities for real-time data processing, remote
monitoring, and intelligent decision-making. This paper explores the integration of
WSNs with IoT and proposes a framework for enhancing the performance of smart
environmental monitoring systems. IoT's supremacy contributes to new technologies
and applications. Such sensors and actuators (for example, home appliances, security
cameras and sensors for environmental monitoring) are usually fitted with various
types of transceivers, microcontroller devices, and protocols for communication of
control and sensor data [1]. Such real time modules such as sensors, are
interconnected with one another to transmit sensed data to the centralized
repositories, in which the data is cumulatively stored and accessible for users with
the right to access. In comparison to conventional wired or wireless networking
systems, the features of IoT utilizing wireless technologies are somewhat different as

the number of communication devices is quite high [2]. However, The sensor nodes,
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on the other side, are required to operate efficiently for longer periods (even years) for
different application specifications in most applications (e.g. for environmental
control, protection, agriculture, border surveillance and protection etc.) [6]. The
functional capability and energy of IoT depends on the network interaction, cost
efficiency, reliability, stability and productive operation. IoT is emerging effortlessly
from the Internet. Recent developments in Micro Electro Mechanical Systems (MEMS)
for wireless communication technologies have made it possible to design WSNs by
collecting data from their local environments and transmitting information wirelessly
to a realistic sink. The things connected to the internet vary greatly in terms of
features. These things include from very tiny and static devices (RFIDs) to large and
mobile devices. IoT is emerging as a dynamic cyber-physical network that is enabling
smart devices to sense and change the world. Further it will assist the humanity in
functioning and living. The presence of large network of interconnected objects leads
to serious issues about security that restricts the wider use of IoT. Incorporating
expertise in various practical fields of operation provides the benefits of more effective
action and quick responses to the required modifications. The protocols used for
communication and messaging are one of the key requirements of an IoT system. IoT
will integrate a variety of applications into the Internet, e.g., automation, weather
sensing, and Smart Grids (SGs). The latter is one of the most promising IoT
applications. In SGs, Wireless Sensors are used to measure and keep track of energy
consumption and production in order to optimize energy usage. WSNs have started to
merge with the Internet of Things (IoT) through the introduction of Internet access
capability in sensor nodes and sensing ability in Internet-connected devices. Thereby,
the 10T is providing access to huge amount of data, collected by the WSNs, over the
Internet. However, owing to the absence of a physical line-of-defense, i.e. there is no
dedicated infrastructure such as gateways to watch and observe the flowing
information in the network, security of WSNs along with IoT is of a big concern to the
scientific community. More specifically, for the application areas in which CIA
(confidentiality, integrity, and availability) has prime importance, WSNs and emerging
IoT technology might constitute an open avenue for the attackers. Besides, recent

integration and collaboration of WSNs with IoT has opened new challenges and
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problems in terms of security. Hence, this would be a nightmare for the individuals
using these systems as well as the security administrators who are managing those
networks. Therefore, a detailed review of security attacks towards WSNs and IoT,
along with the techniques for prevention, detection, and mitigation of those attacks

are provided in this paper.

A smart object network can access the cloud directly through a gateway via cloud
services (Amazon Kinesis). One of the essential tasks of the IoT is to incorporate the
WSN as the primary communication technology for the IoT. WSN has standards which
enable the devices to communicate with each other and with the edge gateway. In
addition, complex communication is enabled by WSN, which is typically based on the
802.15.4 standard. Low rate WPANs is among the 802.15.4 IEEE protocols that fit the
specifications of the IoT system [1]. Some of the benefits of this protocol include
scalability, unassisted operation, requirement of less resources and lower operating
costs. Additionally, to meet the needs of IoT applications, Bluetooth, ZigBee, PLC, Wi-

Fi, 4G and 5G can also be selected as the networking protocols.

Thanks to the information transmission and receipt, the maximum energy is
dissipated and the least is absorbed by sensing device. Though the energy required by
processing unit is very less than that of the subsystem for radio, but larger than
subsystem for sensing. It depends on the distance of communication, the monitoring
case, the criteria of operation and the activities in all units. During idle mode, the
node waits for data packets that and sent from another node. It may result in much
higher energy consumption (by CPU, radio etc.) that can amount to up to 50%-100%
energy dissipated for data receipt.

A lot less amount of energy is drained away while sleeping, where the node fails to
perform any processing activity and the unit of communication is turned off. Though,
other energy dissipation sources, such as packet losses, packet collisions, physical
channel errors, frame overhearing, overhead protocols and overhead computation,
exist. The IoT group has therefore been inspired to develop energy-efficient and

renewable IoT solutions. Battery energy sources generally are used for operating
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devices in these IoT networks, which is why energy efficiency is of course of highest
concern for system management.

With a view to a specific WSN domain, battery-operated sensor nodes' energy

efficiency, as well as life extension, have been problems for research from long time

[9], [10], whereby Medium Access Control (MAC) protocols emphasizes on optimizing

sensor node operation and protocols for routing layer are built for aggregating data

and transmitting it from multiple-to-one. Thus, a review is presented in this paper

with specific attention to aspects of wireless networking for the preservation of energy

and aggregation of data.

Security Framework
Case Study: Air Quality Monitoring
To evaluate the effectiveness of the proposed framework, a case study on air quality
monitoring was conducted. The WSN consisted of 50 sensor nodes deployed in an
urban area, each equipped with IoT capabilities. The sensor nodes collected data on
various air quality parameters, including PM2.5, CO2, and NO2 levels. The data was
processed at the edge computing layer and transmitted to the cloud for further

analysis.

The results of the case study demonstrated significant improvements in data
accuracy, energy consumption, and system responsiveness. The integration of IoT
with WSNs enabled realtime data processing and remote monitoring, while the edge
computing layer reduced latency and energy consumption. The cloud computing
layer provided advanced data analysis and decision-making capabilities, enabling

timely interventions to improve air quality.

This paper proposed a novel framework for integrating WSNs with 10T to enhance the
performance of smart environmental monitoring systems. The framework addressed the
challenges of energy efficiency, data reliability, and network scalability, and demonstrated its
effectiveness through a case study on air quality monitoring. Future work will focus on
extending the framework to other applications, such as healthcare and industrial automation,

and exploring the use of machine learning for predictive analytics in 1oT-enabled WSNs.
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Planning Review :
The planning of the review was based on the research questions and their objectives.
Analyzes of IoT and WSN were conducted to show their importance in daily life. The
use of smart and appropriate devices has been studied in this field but still needs
critical analysis. Therefore, it is important to make a systematic review article in this
realm, especially related to IoT and WSN, to show future directions. Therefore, we
established the search technique, search strings, inclusion/exclusion criteria, and

quality assessment criteria for the papers collected from different repositories.

Research Goals:

The main objective of this study is to find out the major contributions, solved
problems, and challenges of IoT and WSN in Industry 4.0. In addition, the research
gap and limitations of current work in these areas helped us find room for
improvement; we also explored future directions and possible outcomes in this
area[28]. We designed questionnaires on these domains to find high quality research
papers. Some of them are listed in Table 3. In addition, we answer the research

questions in Table 3.
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In this article, we explore seven research questions: (i What are the contributions of
WSN in IR4. 0? (ii) What are the contributions of IoT in IR 4.0? (iiij What are the
types of WSN coverage areas for IR 4.0? (iv) What are the main types of network
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intrusions in WSN and IoT systems? (v) What are the main network security attacks
in WSN and I0oT? (vi) What are the major issues in IoT and WSN systems? (vii) What
are the limitations and research gaps in the current work? The main purpose of the
fourth industrial revolution with WSN and [oT explicitly[21] shows that the
evolutionary transition needs to be intensified and extended to include emerging
research areas and intimidating technological challenges. This article covers all
elements of WSN, from the design phase to the security requirements, from the
implementation phase to the classification of the network, and from the difficulties
and challenges of WSN. Future studies will address the problems in the coverage
regions of wireless sensor networks and provide effective solutions to the existing
problems and challenges in this area. The use and application of WSN and IoT in
Industry 4.0 involves the processing of extracted data and the efficient and secure

transmission of this data to a remote location.
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