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Abstract The Internet has become an inextricable element of human life, and the
number of Internet-connected gadgets is rapidly growing. Internet of Things (IoT)
gadgets, in particular, has become an integral component of modern life. IoT network
participants are generally resource constrained, rendering them vulnerable to cyber-
threats. Classic cryptographic techniques have been extensively used to deal with
the safety and confidentiality problems in IoT systems in this regard. Due to the
exclusive qualities of IoT nodes, available results are unable to cover the complete
defense spectrum of IoT networks. However, some difficulties are becoming more
prevalent, and their remedies are unclear. The IoT is posing an increasing number of
issues in terms of technological security. The Internet of Things, on the other hand,
has been shown to be prone to security breaches. To address security concerns, it is
critical to establish effective solutions through the progress of the latest technologies
or the integration of obtainable technology. Deep learning, a division of machine
learning, has previously demonstrated potential for finding security vulnerabilities.
IoT devices also generate a lot of data with a lot of variety and veracity. As a result,
by using big data technologies, it is possible to achieve enhanced speed and data
management. In this research, we examine the safety necessities, assault vectors,
and existing safety resolutions for IoT systems and offer a ground-breaking deep
learning strategy for IoT security.
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11.1 Introduction

In view of the quick development of arising advances like sensors, PDAs, 5G corre-
spondence, and augmented reality, creative applications like associated enterprises,
shrewd urban communities, and keen energy are being created. These applications
include: associated businesses, associated autos, associated horticulture, associated
fabricating edifices, associated medical care, shrewd retail outlets, and brilliant
production network, which are all adding to the aggregation of gigantic measures of
information. It is assessed that 50.1 billion Internet of Things (IoT) gadgets will be
associated with the Internet by 2020, as per a review directed by the National Cable
and Telecommunications Association (NCTA). The security of Internet of Things
devices has become a source of controversy as the number of devices has increased
[1, 2].

As of January 1, 2018, virtually, every industry has been impacted by an onslaught
of cyberattacks and data breaches, according to McAfee Security. Aside from that, a
large number of these attackswere directed at Internet of Things (IoT) devices. As the
use of Internet of Things devices continues to rise, cybercriminals are increasingly
targeting them. Furthermore, because of the possibility of linkage, Internet of Things
devices are vulnerable [3]. According to VDC Research Group Inc., a study was
conducted in order to analyze the difficulties associated with establishing linked
devices. Approximately, 60% of the issues associated with developing connected
devices are related to security requirements [4] according to the report. According
to Kaspersky Lab data, the amount of malware trials for IoT procedures surged
substantially from 3219 samples in 2016 to 121,588 samples in 2018 [5]. There is
no denying that there are a number of vulnerabilities in Internet of Things devices.

Network-based risk monitoring is a challenge for many firms, according to [6, 7]
particularly for the government, energy, and healthcare sectors aswell as for deposito-
ries and research institutes. These segments also spend in safety-checking systems to
defend and lock their transportation.Massive amounts of informationwere created by
IoT devices, as previously stated, and this data travel via networks. Network attacks
can compromise data flow across a network. According to the research, current tech-
nologies and approaches are unable to detect hackers’ innovative attacks because of
the volume, speed, variety, and veracity of available data. Because of this, a weekly
or monthly security analytics report will fall short when dealing with significant
amounts of data. Another benefit of big data technology is that it can deal with data
volume, velocity, variety, and validity difficulties.

It is possible that data transmissions through a network will be subject to network
assaults. In the research, it is said that current methodologies and approaches are
insufficient for detecting novel assaults conducted by cybercriminals because of the
quantity of data, the rate at which it is generated, the variety of data. A weekly
or monthly security analytics report is also insufficient when dealing with massive
amounts of data in order to detect and prevent risks. According to the paper, big data
technology will also be able to deal with challenges such as data volume, velocity,
variety, and validity.
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11.2 Related Work

Deep learning and big data technologies may be utilized to enhance the safety of IoT
plans, according to current study. Aspect engineering, unsupervised pre-training,
and firmness ability in deep learning have lately gained appeal, making it a hot
topic right now. Deep learning may be employed even in networks with minimal
resources because of these properties. With the ability to learn on its own, produce
highly accurate findings, and handle data more quickly, deep learning has become
quite popular. A resource-controlled scheme may dart into further concerns, such as
out-of-memory access and unsafe programming languages [8]. This is crucial. Many
studies just look at one aspect of IoT security, such as deep learning, big data, or big
data analytics. Deep learning [9, 10] or big data have been studied for IoT protection.
There has been no prior study that comprehensively examines the viability ofmerging
these two techniques in the circumstance of IoT safety, to the best of our knowledge.
Monitoring of COVID-19 patients when they are in home isolation was presented in
[11], using IOT and handling smart cities traffic management in [12]. 5G Integrated
Spectrum Selection and SpectrumAccess UsingAI-Based Framework for IoTBased
Sensor Networks in [13].

11.2.1 Safety in IoT Operation

Two of the most important considerations in the commercialization of IoT services
and applications are security and privacy. Security attacks range from basic hacks to
business level which are finely synchronized safety violations that include impacted
various productions, including health care and production, on today’s Internet, which
makes it an attractive target for attackers. The limitations of IoT devices, with the
surroundings in such a way that they function, supply to safety challenges that affect
mutually applications and devices. Safety and privacy issues in the Internet of Things
(IoT) have been studied from a variety of angles for example communication safety,
information safety, confidentiality, and architectural safety.

11.2.2 Gaps in the Presented Security Resolutions for IoT
Networks

To make effective use of the Internet of Things, it is critical to understand where
security and privacy concerns originated. Furthermore, because past technologies
have thrown out the moniker “IoT,” determining if security risks in IoT were novel
ormerely a revision of the legacy of previous knowledge is crucial. IoT and traditional
IT devices were compared and contrasted by Fernandes et al. Their attention was
drawn to the issue of privacy, aswell. Hardware, software, networks, and applications



112 M. Venkatesh et al.

all play a role in the debate over the similarities and distinctions between them.
According to these classifications, the security concerns in traditional IT and IoT are
basically comparable. While the IoT’s key concern is resource limitations, existing
advanced security solutions will have a tough time adapting to IoT networks. To
tackle the safety and confidentiality issue posed by the Internet of Things, a multi-
layered architecture and enhanced algorithms are necessary. In order to handle with
safety and confidentiality, IoT devices, for example, may require a new generation
of efficient cryptography and other algorithms due to computational limitations. For
security processes, the sheer number of IoT devices poses significant challenges.

The majority of security concerns are complex, and discrete solutions are not
possible. False positives can occur when dealing with security threats like DDoS
or infiltration, rendering the solutions ineffective. Furthermore, consumer confi-
dence will be eroded, decreasing the efficacy of these remedies. The creation of
new intelligent, robust, evolutionary, and scalable techniques to deal with IoT safety
concerns will be part of a holistic strategy for IoT security and privacy that includes
contributions from existing security systems.

11.2.3 Machine Learning: A Solution to Iot Security
Challenges

Intelligent ways to optimizing performance criteria by learning from examples or
previous experience are referred to as machine learning (s). Algorithms based on
machine learning construct behavior models from vast datasets by utilizing mathe-
matical principles. With ML, smart devices may also learn on their own, without any
assistance fromahumanprogrammer.Next, suchmoldswere utilized to produce fore-
casts for the future elements on the recently added information.Only, a few topics like
artificial intelligence and optimization theory—as well as cognitive science—have
had a significant impact onmachine learning. In situationswhen human knowledge is
either unavailable or ineffectual, such as while negotiating in a hostile atmosphere,
machine learning is used. It is also used in situations where individuals are not
capable to utilize its experience, such as robotics and speech gratitude. This method
can also be employed in circumstances when the answer to a precise trouble vary over
time. Aside from that, machine learning is utilized in real-world smart method; for
example, Google utilizes machine learning to identify risks associated with android
endpoints and applications. It can also be used to detect and remove malware from
phones that have been infected. As an example, Amazon has developedMacie, a tool
that uses machine learning to organize and categorize data stored on the company’s
cloud storage platform. Machine learning techniques are successful in a variety of
fields, but here is a risk of fake positives and true negatives when applying them.

Hence, ML methods necessitate direction and model correction in the event that
imprecise predictions are generated. A new type of machine learning, deep learning



11 An Efficient IoT Security Solution Using Deep … 113

(DL), on the other hand, empowers models by allowing them to independently deter-
mine the correctness of their predictions. In particular, because of their self-service
nature, deep learning models are better suited for categorization and prediction
responsibilities in new IoT elements that provide background and tailored support.
However, despite the widespread use of traditional approaches for various aspects
of the Internet of Things (such as application and service development, architec-
tural design and protocol development, information aggregation, source allotment
and grouping), with safety, the huge scale consumption of the IoT calls for the
development of intellectual, vigorous, and consistent methods.

11.3 Methodology

An artificial neural network (ANN)-based computing system known as deep learning
(DL) is mainly effective and proficient part of machine learning today. DL, which is
a subset of machine learning that relies on deep learning, is a total system stimulated
by the natural mind and able to learn from a large number of training examples.
Various domains have made use of the DL, and it is well identified for its capability
to distinguish best characteristics in unrefined information by applying a series of
nonlinear transformations, each of which gains in complexity and abstraction. In-
depth learning is classified into three types: supervised, unsupervised, and semi-
supervised (a combination of the three).

For the first time, a neural network was proposed called FNN or deep FNN
(DFNN). Layers of a FNN include input, one or more hidden layers, and the final
output layer. Every neuron layer isn’t recursively associated with all next layer
neurons by making a non-recursive association with the following layer without
framing a cycle back. In other words, it “indicates the relationship between a neuron
and another neuron.” In a neural network, the weight coefficient indicates how
important a particular connection is Fig. 11.1.

In 1998, LeCun built on Fukushima’swork from1980 to create the “Convolutional
Neural Networks” deep learning model (also known as the “MPL neural networks
version”). CNN has had a lot of success in computer vision applications over the
previous two decades. It is an advanced version of the DFNN, with additional layers
for convolution, activation, and pooling. A filter (matrix of numbers) is used in the
convolutional layer to transform data (usually pictures) according to the values from
the filter. The convolution kernel is used in this layer (see Fig. 11.2). Contribution
information is represented by “f,” O.S data by “h,” and row and column indices of
the output matrix by “m” and “n,” respectively, are used to construct the feature map
values. After that, it multiplies each kernel value by two, using the corresponding
data values as the multiplicands. In the end, the sum is saved as a production attribute
plan. The grouping sheet reduces the size of subsequent layers by using maximum or
standard grouping to assist prevent overfitting. Max pooling parts the contribution to
non-covering bunches and chooses the greatest incentive for each group in the past
layer.
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Fig. 11.1 Feed forward neural networks layers

G[m, n] = ( f ∗ h)[m, n] =
∑

j

∑

k

h[ j, k] f [m − j, n − k]

A flattened input is used in the fully connected layer, and it is associated to every
neurons. It is the launching purpose of nodule that determines its production from
a set of contributions. All volume elements are activated using ReLU, which is a
rectified linear unit. Its objective is to increase the network’s nonlinearity.

CNN, in contrast to standard feature selection algorithms, can automatically learn
new characteristics and classify traffic. Since it uses the identical convolution matrix,
it can classify superior and discover more characteristics from traffic information,
which reduces the quantity of constraints and training calculations considerably.

Fig. 11.2 CNN layers
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11.4 Results and Discussion

11.4.1 Dataset Used

Datasets such as KDDCUP99 and its expanded version NSL-KDD, ISCXIDS2012,
CSE-CIC-IDS 2018, and remaining are widely used for Network IDS, but, as previ-
ously stated, these datasets were not appropriate for Internet of Things (IoT). The
UNSW-NB15 dataset appears to be a fascinating dataset, and bot-IoT dataset was
generated by building a practical IoT network setting with a mix of standard and
botnet transfer. These two datasets were uncovered during our investigation.

11.4.2 Training and Test Data

Training machine learning algorithms is accomplished through the use of statistical
features derived from innocuous network traffic data. Capturing raw network traffic
data via port mirroring on a network switch is an effective method of gathering data.
As soon as the device was linked to the network, the IoT network traffic was captured
and analyzed. An overview of the network traffic gathering can be found in the below.

(1) The network traffic came from a well-known IP address.
(2) All network sources got their MAC and IP addresses from the same place.
(3) Between the source and destination IP addresses, known data are sent.
(4) Information about the destination TCP/UDP/IP port is gathered.

A total of 115 characteristics were extracted from each of the five time frames,
which were divided into increments of 100 ms, 500 ms, 1.5 s, 10 s, and 1 min.
These characteristics can be computed fast and gradually, allowing rogue packets
to be identified in real time. The statistical range of normal network traffic feature
statistical values is displayed across the maximum sample collection time window
as well (1 min). When it comes to catching basis IP spoofing and other typical
malware flaws, these characteristics are extremely useful. Because of the behavior
of a hacked IoT device spoofing an IP address, the elements amassed by the source
MAC/IP (highlight variable MI) and IP/channel (include variable HP) will quickly
flag a high irregularity score because of the hacked IoT gadget’s conduct.

Understanding the data can aid in determining whether a machine learning mold
would be effective for categorizing data using a classifier approach based on the
information included in it. Figure 11.3 shows the data characteristics of both ordinary
traffic and malicious attack traffic placed on top of one another. In this case, there is
no direct relationship between the data attributes and the other data properties. It is
not possible to determine the data for IoT trafficmerely by examining the correlations
between normal and attack traffic. The types of attacks, as well as the characteristics
of the network, are critical indicators for protecting against malware attacks.
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Fig. 11.3 Comparison of feature data against attacks

11.5 Conclusion

The growing number of IoT devices has prompted researchers to explore the secu-
rity threats they pose. Due to current increased assaults such as the Carna and Mirai
botnets, IoT procedures have been demonstrated to be vulnerable. Furthermore, IoT
devices generate a tremendous amount, speed, and diversity of information. Existing
methods become less competent as a result, necessitating the use of modern-day
alternatives. Deep learning has achieved widespread acceptance among researchers
and organizations as a result of its elevated accurateness, capability to study deep
features, and lack of human supervision. Based on the findings of our inquiry, we
can infer that much effort has been put into studying IoT security in recent years. In
fact, deep learning was used in a diversity of research areas, including cybersecurity
and intrusion detection systems (IDSs), where cybersecurity has yielded a number of
promising discoveries, opening the way for more powerful security in IoT contexts.
The study focused on datasets for training models; nevertheless, the findings should
be applicable to IDS autonomy in real-world IoT contexts by getting fresh infor-
mation utilizing deep reinforcement learning algorithms to produce powerful and
efficient molds.
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