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Abstract. The concept of artificial intelligence enhanced sensor technologies has 

been aided by the creation of industrial robots, which serve as carriers of artificial 

intelligence. Based on this study background, the paper introduces the mobile 

robot climber's network model, hardware system, and application software. 

Simultaneously, the paper focuses on the mechanism compound technique and 

obstacle avoidance optimization technique for the climber robot. Simultaneously, 

the paper focuses on the mechanism compound method and obstacle avoidance 

control algorithm for the climber robot.  

Internet - of - things computing focuses on "home" and brings high importance 

industries together to promote smart security services such as household 

appliances, interactive media, home health care, and access controls in 

maintaining a safe and healthy, secure, resources, sustainable, and convenient 

home living environment.. 
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1 Introduction  

At the moment, the application of artificial intelligence in the development of 

industrial automation control systems in India has been greatly improved, but 

there are still some issues with the technical level and quality of artificial 

intelligence. This necessitates the hiring of qualified personnel as well as the 

advancement and optimization of related technologies. Simultaneously, the staff 

must correctly recognise the characteristics of artificial intelligence in order to 

ensure that the benefits of artificial intelligence are utilised to the greatest extent 

possible, ultimately improving the performance of the automated control system. 

[1-2]Only in this manner can we truly encourage the development of industrial 

automation control systems. Overall, the application of artificial intelligence to the 

application and development of industrial automation control systems has strong 

feasibility, while also being beneficial to the development of any industry and 

promoting the progress of India's industry. 

Intelligent mobile robots are a type of robot system that can perceive the 

environment and its own state using sensors and perform target-oriented 

autonomous movement in an obstacle-filled environment, completing specific 

tasks. Planetary exploration has gradually become a research hotspot as the 

aerospace industry has grown in recent years. According to the existence of paths, 

mobile robot path planning can be divided into global path planning and local path 

planning. Global path planning is a well-known planning method, also known as 

model-based planning. Local path planning, on the other hand, is a planning 

method in which the environment is unknown or partially unknown, requiring 

sensors to determine the size, shape, and location of obstacles. 

It is also known as sensor-based path planning. In order to address the issue that 

the traditional global path planning algorithm only considers the shortest path and 

ignores the steering cost, this paper refers to the wave propagation algorithm and 

proposes a shortest path propagation algorithm based on field scanning. By field 

scanning, the algorithm first generates a step conversion matrix, and then searches 

for a path in the step conversion matrix [2-5]. When searching for a path, the path 

direction is prioritised to be consistent with the previous search direction, ensuring 

that the shortest path is searched while the least occurrence Tum to behaviour is 

searched. 

2  Mobile Robot Path Planning Method 



 

 

2.1  Global strategy for path planning 

Based on the representation of the environmental model, global path planning can 

be divided into graph-based methods (such as Voronoi graph method, Q-M graph 

method, etc.) and grid-based methods (such as Dijkstra algorithm, A algorithm, 

wave propagation algorithm, etc.). The grid method is the most widely studied and 

applied path planning method because it is simple to implement computer 

modelling, storage, processing, updating, and analysis. 

The task of global path planning is to find a feasible or optimal path from the 

starting point to the target point that meets certain performance requirements 

based on the environmental model, with the so-called optimal standard referring to 

the shortest path, the shortest time-consuming path, or the least cost [6]. 

The wave propagation algorithm is a path planning method that simulates how 

waves propagate on the water's surface. The wave propagation algorithm assumes 

that the wave spreads outward from the target point. When the wave reaches the 

starting point, the search path is the reverse sequence of the shortest wave 

propagation path from the target point to the starting point. The wave I 

propagation algorithm works similarly to other global path planning algorithms. 

Although the shortest path based on grid movement can be found, it is not always 

the best path. In general, global path planning treats the robot as a mass point. 

 

As a result, when searching the path, only the walking distance cost of the robot is 

considered, and the steering cost of the robot at the path's turning point is ignored. 

As a result, existing path planning algorithms essentially use the shortest path as 

the optimal path standard (because path length represents the power consumption 

or time of the robot's movement). However, there may be more than one shortest 

path, and each path's smoothness varies. Because the path in the grid environment 

is made up of straight segments, the degree of tortuousness can reflect the 

smoothness of the path. 

If the robot's moving path consistency constraint is considered in the global path 

planning, the global path can be made smoother to reduce unnecessary turning on 

the path, which is convenient for the actual robot's tracking execution. In order to 

address the issue that the traditional global path planning algorithm only considers 

the shortest path and ignores the steering cost, this paper refers to the wave 

propagation algorithm and proposes a shortest path propagation algorithm based 

on field scanning. 



 

 

By field scanning, the algorithm first generates a step conversion matrix and then 

searches for a path in the step conversion matrix. When searching for a path, the 

path direction is prioritised so that it is consistent with the previous search 

direction, ensuring that the shortest path is searched while the fewest occurrences 

are searched. Now consider behaviour. 

2.2  Artificial intelligence robot's environments 

The robot global path planning algorithm proposed in this paper performs path 

planning directly on the map of the relevant environment, avoiding the traditional 

path planning algorithm's requirement to establish a network connection model as 

well as the shortcomings of poor real-time performance caused by search and 

increasing search speed. The robot's t mechanism is more adaptable to changing 

environments. It can walk on a variety of ground conditions and has a high ability 

to escape from traps. At the same time, the robot's autonomous control and 

emergency response capabilities have been enhanced. 

3  IoT-based Systems Security Model 

The growing use of Internet of Things (IoT) technology in the industrial sector has 

posed new issues for the data security of such systems. When IoT devices are used 

to develop SCADA systems, standard protocols and public networks are used to 

communicate data. Industrial control systems have considerable security threats, 

and commercialized off-the-shelf gadgets constitute a new platform for 

them.There are some effective models for analysing the security of information 

systems, so they do not considering the architecture of the Internet of Things. The 

layered attributed metagraph model is suggested and discussed for the security of 

IoT-based systems. 

A security model for IoT-based systems has been presented, which, unlike 

previous models, includes the architectural elements of web-based SCADA 

systems as well as their hardware and software restrictions.The resulting model is 

a nested attribute metagraph that may be used for additional analysis and 

optimizations, such as visualisation of data flows in the platform, system states 

across time, and so on.The development of models for different components and 

tools for their visualisation and analysis depending on matrix operations on 

metagraphs, as well as a model for characterising security vulnerabilities (CVSS) 

for each node and the entire system, are all possibilities for future research. 



 

 

4  A Machine Learning-Based Survey on IoT Security 

The Internet of Things (IoT) is a network that allows machines such as sensors 

and appliances to communicate with one another without the need for human 

intervention. These wireless sensor networks are a collection of interconnected 

devices that are exposed to a variety of security threats.As a result, IoT security 

becomes critical. Machine learning inspires a slew of IoT security initiatives.Here, 

we look at a variety of intimidation techniques that have a greater chance of 

assaulting IoT, as well as machine learning techniques that can be used to combat 

them. 

A variety of machine learning algorithms that are utilised for IoT security are 

discussed here.SVM is less sophisticated than Neural Network, despite the fact 

that they are both methodologies that result in increased accuracy.There are still 

several security challenges in the IoT.Because IoT devices have limited resources, 

machine learning works as a bridge between good security and low computing 

complexity. 

5  IoT-Cloud Security Issues 

The limited resources of IoT devices pose a hindrance to the rapid expansion and 

development of IoT technology in all areas of life.However, by combining IoT 

and cloud computing, the expansion of IoT technologies can be accelerated.As a 

result, a new computer area known as IoT Cloud  has evolved.That is, data 

acquired by IoT technologies is recorded and stored in cloud infrastructure, 

allowing IoT technologies to be free of resource constraints.As a result, several 

new security and privacy concerns have emerged.The security challenges relating 

to IoT cloud are discussed in this study. 

6  Challenges ın the IoT cloud  

Despite the fact that the IoT cloud benefits both users and providers, it still has 

significant difficulties that endanger its use.The variety of IoT technologies, 

clouds, system software, and network protocols from various manufacturers 

creates a more difficult environment, which could lead to a lack of portability and 

portability within IoT cloud [7-10].Furthermore, cloud elasticity and scalability 

are necessary in the IoT cloud.If, for example, IoT cloud infrastructure resources 

are insufficient to satisfy the rising demand for IoT technologies, service 



 

 

interruption or unavailability may occur [11-12].The security risks in the IoT 

virtual environment are more variable than the security issues in traditional cloud 

computing. It is not possible to run anti-virus on IoT devices, for eg, due to the 

limitation resources of IoT technology. 

The security problems of the IoT cloud are discussed in this study.The 

fundamentals of the IoT cloud are discussed, followed by a discussion of the 

security issues that consumers may face while utilising smart devices can be 

connected to the cloud.In addition, solutions from the literature are researched and 

given[12-17].Open security research challenges that require immediate attention 

from the scientific community are presented, along with some potential solutions 

that could work well with the IoT cloud paradigm.Finally, we hope that our study 

will be a useful contribution to allowing the secure interconnection of IoT and 

cloud computing. 

7 IoT, AI, and Software Intelligence in the Smart Home 

In this session, the speaker will discuss "smart home with soft-intelligence, IoT, 

and AI," which includes a variety of situations that differ from traditional uses that 

need time-consuming manual procedures.In order to develop a smart house, I will 

suggest four technical areas, including home networking, context awareness, 

recognition, and user interface, which I refer to as "enabling technologies and 

effects."The speaker will describe a set of practical design, development, and 

services for implementing some interesting applications using various networked 

devices such as sensors in home computing contexts in order to make it easier to 

grasp.Smart home services are thought to deliver a better user experience while 

also inspiring new and future apps and services in ubiquitous home wireless 

environments. 

8  IoT, AI, and Software Intelligence in the Smart Home 

The Internet of Things has advanced significantly in recent years, and it now has a 

wide spectrum of uses in the smart home, Internet of Automobiles, and Industrial 

Internet of Things. The perception layer, transport layer, and application layer of 

most developing smart devices have very simple structures, and security 

vulnerabilities may exist at these layers. Currently, the majority of security 

research frameworks for IoT devices necessitate the use of extra high-performance 

devices. Simultaneously, developing "mining" malware and other attack methods 



 

 

that directly pillage the device's processing resources have garnered less attention. 

This study develops and maintains a smart home security analysis system in 

response to the aforementioned issues.Our tests suggest that the system can detect 

and fight against contactless assaults that smart homes may face while having a 

minor impact on home network connectivity. The system can better reconcile the 

disparity between home kit network security requirements with device 

performance constraints. 

9  Network Protection 

In essence, the term "security" refers to being in a non-threatened environment. 

Individuals can go about their daily lives without fear of disrupting their regular 

condition. Extending network security means that the network system on the 

Internet platform can operate properly in a secure environment, and users do not 

have to worry about data leakage or computer software and hardware damage.  

 

 

 

 

 

 

 

 

 

Fig1 Block diagram Network security 

The Fig 1 definition of network security is broad, but in everyday life and at work, 

people usually refer to network security as the security of a computer network, or, 

in other words, network security as the smooth operation of a computer in a secure 

communication environment. A computer network connects numerous 

independent computers to allow data to be exchanged and transmitted between 
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them. One of the primary functions of computers in the modern day is to facilitate 

the exchange of data resources and to disseminate important data information to 

people. As a result, network security is critical, as it directly influences whether 

network resources and data can be sent safely, as well as whether people's 

personal privacy is safeguarded  

9  Network Security Stored Difficulty In Understanding  

 Investigation System Software Installation Core Tech 

9.1  Software Development 

The network security hidden danger investigation system, which is based on 

Internet of Things technology, is designed to assist users and network supervisors 

in investigating network security hidden dangers. Its embedded system may 

provide network security hidden danger investigation instructions to users, and 

then assist network security supervisors, network security hidden danger 

investigation professionals, and users in investigating each network security 

hidden danger individually. 

At the same time, the system can track and respond to network security 

occurrences, with the ultimate goal of correctly and promptly recognising network 

security threats and increasing Internet users' network security awareness. 

9.2 Hardware Development. 

Four modules make up the network security hidden danger investigation system 

based on Internet of Things technology. These four modules have various 

purposes, but their goal is to uncover hidden network security threats and lower 

the likelihood of network security incidents. The module incorporates a RAM 

storage unit as well as a high-speed processor. 

1. Module of storage 

capacity flash storage unit that can create a network security risk information 

database and design a network security risk investigation standard based on 

current network security incidents. 

2.Computer module with a high level of trust The module is a built-in trusted 

password module chip that runs on the ARM hardware platform and can 

communicate with the main CPU. As a result, the module's primary job is to 



 

 

improve the system's security and reliability through enhancing security and 

reliability.  

3. A module for communication. The module, which is based on the Internet 

platform, may connect to the Internet via WiFi, 3G, 4G, or Bluetooth features and 

send back the acquired real-time data to the network security supervision 

department and the user end, allowing relevant departments and staff to plan 

ahead. 

4 .Power source The system's battery module is the foundation for all software and 

hardware operations. It uses an intrinsically safe battery that can offer high 

security and stable working current for each module, ensuring that the network 

security concealed danger investigation mission is not disrupted. 

The  article can monitor the network security environment in real time and feed 

back network security data information to users and network security regulators, 

depending on the precise circumstances of current network security occurrences. 

The author believes that the network security hidden trouble investigation system 

developed in this paper, which is based on Internet of Things technology, can 

improve cooperation among individuals, governments, and network security 

regulatory departments, and is the most effective way to prevent network security 

incidents at their source. 

10  Conclusion 

A router-based home surveillance analytics system is designed and implemented 

in this article. Our tests show that the smart home security analysis system can 

detect and defend against assaults efficiently, and that it can employ plug-ins to 

cover future weaknesses. The next phase will be to incorporate machine learning 

approaches into the system to improve the accuracy of abnormal traffic detection. 
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